
 

 

 

 

 
 

Internet of Things 



 

 
 
 
 
 
 
 
This report was prepared by the Emerging Issues & Innovation (EII) Committee of the Wholesale & 
Specialty Insurance Association (WSIA). This paper does not reflect the opinion of WSIA; rather, its 
intended use is as a “food for thought” paper, gathering open-source information and the combined 
insurance industry experience of committee members to serve as a starting point for insurance 
professionals considering issues, technologies and world events that may have an impact on the surplus 
lines industry. Members of the Committee are not technical experts in these issues nor does this paper 
provide their opinions or advice on the underlying topic, though the hope of the Committee is by gathering 
this information as a beginning point on new and emerging trends or issues, they can encourage readers to 
think independently and seek additional sources regarding the issues and topics discussed herein. All 
substantive information provided within this paper is the work of the cited source and WSIA and the 
Committee do not claim any interest or title in the work. Questions regarding cited sources should be made 
directly to the author or source of the cited material. Contact the WSIA offices at info@wsia.org or 
816.741.3910 or visit www.wsia.org to learn more about the Committee and WSIA. 

 

For additional research papers, please visit 
www.wsia.org/emerging. 

 
Refreshed: December 2020

mailto:info@wsia.org
http://www.wsia.org/
http://www.wsia.org/emerging


  

3 

Executive Summary: 

Internet of Things is the term of art used to describe the wireless connectivity framework 
which supports the exchange of data between and from inanimate objects automatically and without 
the need for human interaction.1 This encompasses most smart devices, and impacts industries 
ranging from household goods to heavy industry to transportation. Estimates indicate that as many 
as 14.2 billion IoT devices came online in 2019, with that number growing to as many as 25 billion 
by 2021.2 IoT-enabled technology has several interesting use cases and implications: 

• The manufacturing sector is expected to invest $40 billion into IoT technology on its own.3 
• Tech firms have demonstrated its utility in improving road safety by allowing cars to 

communicate road and traffic conditions to other vehicles.4 
• There is potential for IoT enabled devices to automatically help control traffic flows and 

pollution by connecting traffic lights, vehicles, and other transportation sensors.5 
• Police forces have indicated that the proliferation of IoT technology may open up new areas 

of digital forensics.6 

  While IoT has yet to realize its full potential, insurance professionals would be well-served to 
stay abreast of developments in the space. The most common potential benefit to IoT for the 
insurance industry rests in its ability to create significant amounts of data in real-time. All industries 
recognize the potential value to this data, but in insurance specifically it could represent a new 
resource for pricing and claims management efforts. 
  The proliferation of the technology also presents opportunities and risks. Manufacturing 
industry thinkers predict many next generation machines may be IoT-enabled out of the box, 
meaning even insureds not actively using the features will have exposure as a result of upgrading 
outdated equipment 
  The cyber risk aspect of IoT is considerable, as many new IoT devices are built using similar 
shared software development kits.7 This means that vulnerabilities impacting one device are likely to 
also hold true for many other devices, simplifying the work of hackers seeking to exploit those 
vulnerabilities. Similarly, the automatic exchange of data inherent to IoT and the proliferation of  

 
1 O’Connell, B. “What is the internet of things and why is it essential in 2019?” TheStreet. March 13, 2019. 
https://www.thestreet.com/technology/what-is-the-internet-of-things-14895596  
2 Littlejohns, P. “The Internet of Things and big data: the key trends that could shape the future of insurance.” Compelo 
Insurance. March 18, 2019. https://www.compelo.com/insurance/news/internet-of-things-and-big-data/  
3 Bangert, M. “Better quality with the internet of things.” Quality Magazine. April 2, 2019. 
https://www.qualitymag.com/articles/95378-better-quality-with-the-internet-of-things  
4 Harmantas, A. “Internet of Things unit weather telematics launches critical road safety platform.” Proactive Investors 
USA. April 2, 2019. https://www.proactiveinvestors.com/companies/news/217769/internet-of-things-unit-weather-
telematics-launches- critical-road-safety-platform-217769.html  
5 Charlton, A. “How the internet of things could reduce city traffic and pollution.” GearBrain. March 27, 2019. 
https://www.gearbrain.com/internet-of-things-smart-cities-2632937599.html  
6 Rajewski, J. “9 things police investigators need to know about the internet of things.” PoliceOne. March 27, 2019. 
https://www.policeone.com/police-training/articles/483364006-9-things-police-investigators-need-to-know-about-the-
internet-of- things/  
7 Barker, I. “IoT attacks increase but rely on the same old weaknesses.” BetaNews. April 1, 2019. 
https://betanews.com/2019/04/01/iot-attacks-old-weaknesses/  

https://www.thestreet.com/technology/what-is-the-internet-of-things-14895596
https://www.compelo.com/insurance/news/internet-of-things-and-big-data/
https://www.qualitymag.com/articles/95378-better-quality-with-the-internet-of-things
https://www.proactiveinvestors.com/companies/news/217769/internet-of-things-unit-weather-telematics-launches-%20critical-road-safety-platform-217769.html
https://www.proactiveinvestors.com/companies/news/217769/internet-of-things-unit-weather-telematics-launches-%20critical-road-safety-platform-217769.html
https://www.gearbrain.com/internet-of-things-smart-cities-2632937599.html
https://www.policeone.com/police-training/articles/483364006-9-things-police-investigators-need-to-know-about-the-internet-of-%20things/
https://www.policeone.com/police-training/articles/483364006-9-things-police-investigators-need-to-know-about-the-internet-of-%20things/
https://betanews.com/2019/04/01/iot-attacks-old-weaknesses/
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IoT-capability is likely to raise new questions about privacy and data ownership. Finally, recent court 
cases involving high technology indicate the expansion of IoT may change the liability landscape.8 If 
an industrial accident kills the worker, to what extent would entities other than the employer with 
access to IoT data indicating an error be liable for not recognizing and addressing the issue? This is 
likely to be a growth area for specialty insurers to offer coverage for other industries seeking to 
capitalize on IoT potential. 
  Brokers and underwriters already working in cyber risk should pay close attention to the 
state-of-play in IoT, as their opportunities and exposures on existing policies are likely to grow and 
evolve alongside the technology. Additionally, brokers and underwriters working in other industries 
which leverage IoT devices should also consider the potential benefits of new data sources. Claims 
professionals would be wise to explore IoT’s potential for the same reason, as data might play a key 
role in avoiding or accurately handling claims. 
 
Implications: 
 

• Increasing use of telematics, sensors and wearables allow insurers to better understand and 
manage risk. The increasing use of these devices may encourage some policyholders to adapt 
their behavior; however, for those who don’t, the associated premium will be higher, and the 
policyholder will be penalized more so than under traditional insurance. 

• More established carriers and wholesalers may be limited due to their legacy systems. 
• Increased innovation and development of IoT. 
• Increasing connectivity between companies, products, and people - “Products 

communicating with people and one another, the intersection of cyber & physical systems”.9 
• The Industrial Internet of Things (IIoT) market is predicted to reach $123 billion by 2021, 

with market analysts predicting that the number of connected devices in the manufacturing 
industry will double between 2017 and 2020. 

• Huge increases in dat; current predictions suggest that by 2020, smart sensors and other IoT 
devices will generate at least 500 zettabytes of data. (Note: One zettabyte is one trillion 
gigabytes.10) 

• Increased demand for data scientists; among these companies are DataRobot and 
Alteryx.Both provide data analytics software in the form of applications, automating data 
analytics processes to give insights based on their data sets.11 

• Continued increase in risk sharing due to the complexity and understanding of the risks. 

 
8 8 Sheard, E. “IoT data is disrupting the insurance industry.” IoT For All. November 7, 2018. 
https://www.iotforall.com/iot-data-is- disrupting-the-insurance-industry/  
9 Bangert, M. “Better Quality with the Internet of Things.” Quality Magazine. April 2, 2019. 
https://www.qualitymag.com/articles/95378-better-quality-with-the-internet-of-things  
10 Lonze, C. “The New IoT for Insurance.” Accenture. January 2019. 
https://insuranceblog.accenture.com/?s=+the+new+iot+for+insurance+lonze%2C+c.&lang=en_US  
11 Littlejohns, P. “The Internet of Things and big data: The key trends that could shape the future of insurance.” NS 
Insurance. March 18, 2019. https://www.nsinsurance.com/news/internet-of-things-and-big-data/  

https://www.iotforall.com/iot-data-is-%20disrupting-the-insurance-industry/
https://www.qualitymag.com/articles/95378-better-quality-with-the-internet-of-things
https://insuranceblog.accenture.com/?s=+the+new+iot+for+insurance+lonze%2C+c.&lang=en_US
https://www.nsinsurance.com/news/internet-of-things-and-big-data/
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COVID-19 Specific Implications 
 

• It is most visible in the communication arena and comes as a result of the staggering increase 
in the use of tools that digitally and remotely connect people together. Conference tools like 
Zoom are booming as well as remote access tools that connect insurance people in the 
industry with their machines and assets.   

• With this evolving way of working, such conditions alter the past perception of the need for 
singular work gathering places and impact the need and subsequent costs associated with 
office building use. 

• Will the future office completely disappear? The predominant answer is no, but office 
building spaces of the future will require much different considerations. In the insurance 
industry, the return-to-work policy will take on increased need for due diligence as there may 
be inherent liability exposures. The need for social distancing will remain important and 
there may be new testing procedures to enter the work environment. Other building-specific 
changes will likely include:  
o Heightened interest in air filtration systems 
o Increased use of janitorial services 
o Common areas and casual seating may be temporarily removed 
o Modified elevator protocols along with some inclusion of touchless entry 

 
Opportunities: 
 

• IoT developments help to increase the tangibility of insurance products and give customers 
the value for money which they only had in the event of a claim beforehand. Auto insurance 
is a prime example of this. Products which monitor driver behavior can double as dashboard 
cameras, notify of dangerous driving conditions and act as a hands-free. The mere presence 
of a tangible item makes buying insurance more palatable for the consumer. 

• Through increased data collection and greater use of data analytics, IoT can help lead to 
better risk evaluation and underwriting. 

• Changes driven by IoT may make the insurance industry more attractive to young 
professionals. 

• Improved connection with customers.  
• Traditionally insurance companies have only had contact with customers at the beginning of 

an insurance policy and at the point of a claim. With the increasing use of IoT within 
insurance, communication between the insurer and the customer can increase. This will 
enable insurers to stay informed and aid risk management but can also give the customer the 
feeling of value for money from their insurance policy. 
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• Insureds are more educated as companies are increasingly giving policyholders devices to 
collect data, and sharing that data with insureds, helping them better understand the risk for 
individuals and different customer segments.12 

• Ability to identify trends in claims and underwriting and ensure quick and logical response, 
including new coverages, improved terms, or rate changes. 

• Increased ability to mitigate risk and lower claims numbers across many classes of insurance 
using IoT technology and predictive models. For example, within the auto market, 
Insurtechs such as The Floow and MyDrive have rolled out smartphone technology allowing 
insurers to monitor driving behavior and give a score based on smooth driving, distraction, 
speed, fatigue and time of day. Combining behavioral and contextual insights, those scores 
are proven to deliver an improvement of at least 25% claims benefit across the book.”13 

• In addition to a reduction in the number of claims, IoT technology and innovation can help 
to reduce the costs associated with claims. For example, according to USAA, a single roof 
inspection typically takes an hour—plus travel time, while a drone can capture the same 
information in 10-20 minutes (depending on the size of the house).14 

• There are opportunities for cross marketing, reassessing risk profiles, constant engagement 
with customers and the ability to segment them.15 

 
COVID-19 Specific Opportunities  
 

• Fleet management, heavy transport vehicles, equipment, fixed assets and digital signage are 
among the Internet of Things applications hit hardest by the pandemic. This is the result of 
manufacturing shut-downs, supply chain interruptions and change in connected product 
availability. Yet, despite the disruption, there is no intrinsic change to the applications' 
desirability and utility.   

• In other developments, as reported in the July 2020 edition of Rough Notes magazine in a 
story titled "Restaurants and Bar Inspection Vigilance Amid the Pandemic," it is discovered 
that companies are capitalizing upon digital technology by providing risk-based inspections 
via their cell phones and/or laptops that go directly to the insured.16  The ARMS Vision 
company has engineered a series of web-based "smart" questions that are dynamic and 
change based upon the answer of a previous question. Furthermore, ARMS Vision has 
enabled a technology that captures a time stamped and geo-located capacity for pictures 
taken during the inspection.  ARMS has witnessed wide-spread adoption of the internet of 

 
12 Littlejohns, P. “The Internet of Things and big data: The key trends that could shape the future of insurance.” NS 
Insurance. March 18, 2019. https://www.nsinsurance.com/news/internet-of-things-and-big-data/  
13 Littlejohns, P. “The Internet of Things and big data: The key trends that could shape the future of insurance.” NS 
Insurance. March 18, 2019. https://www.nsinsurance.com/news/internet-of-things-and-big-data/  
14 Sheard, E. “IoT Data is Disrupting the Insurance Industry.” IoT for All. November 7, 2018. 
https://www.iotforall.com/iot-data- is-disrupting-the-insurance-industry/  
15 Littlejohns, P. “The Internet of Things and big data: The key trends that could shape the future of insurance.” NS 
Insurance. March 18, 2019. https://www.nsinsurance.com/news/internet-of-things-and-big-data/  
16 Widmer, Lori. Restaurant and Bar Inspections: Viliance Amid the Pandemic. Rough Notes. June 26, 2020. 
http://roughnotes.com/restaurant-bar-inspections-vigilance-amid-pandemic/  

https://www.nsinsurance.com/news/internet-of-things-and-big-data/
https://www.nsinsurance.com/news/internet-of-things-and-big-data/
https://www.iotforall.com/iot-data-%20is-disrupting-the-insurance-industry/
https://www.nsinsurance.com/news/internet-of-things-and-big-data/
http://roughnotes.com/restaurant-bar-inspections-vigilance-amid-pandemic/
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things and has made significant inroads during the most recent months of COVID-19. The 
company is collecting thousands of inspections, direct from insureds, that are often better 
than the inspections previously conducted by loss control representative. This emerging 
technique has been particularly useful during the pandemic, and it has also reduced the time 
and cost associated with employing traditional loss control representatives. Based upon the 
current rate of adoption, the company seems to be poised to capture a meaningful share of 
the inspection market. This is important to note because it may address some of the 
perceived threats that may be spoken of later in this document. 

• The enhanced design and use of IoT devices can help people and companies around the 
world to “evolve and adapt to the new normal.”  The following examples illustrate how 
manufacturers are delivering “more comprehensive – and secure – IoT devices” during the 
pandemic.  
o Drones: “Drones assisted and rose to prominence during the last few months as the 

pandemic made its way around the world to “evolve and adapt to the new normal.”  The 
following examples illustrate how manufacturers are delivering “more comprehensive – 
and secure – IoT devices” during the pandemic. Many countries used drones for 
monitoring and surveillance of public spaces. One agricultural drone manufacturer 
transformed over 2500 drones into disinfectant sprayers.  

o Enterprise Technologies (including smart devices and wearables):   
• The infrastructure required for remote work – e.g., tablets, laptops, connectivity, 

remote access, and remote work security, etc. 
• Tools that enable online collaboration – e.g., team chat, project planning, video 

conferencing, etc. 
• Infrastructure as it relates to virtualization – e.g., remote desktops. 
• Safety and security technology -  The use of smart devices has risen during the 

pandemic, not only for their ability to provide entertainment, but also as a way to 
promote safety in the form of wearables.  One such device, for example, helps alert 
the wearer when he or she is too close to another employee, encouraging social 
distancing to keep workplaces safe. 

• Security software for remote workers. 
• Support services. 

o IoT health applications: 
• Telehealth consultations -  Doctors are increasingly seeing patients via video 

conferencing where lockdowns are still in effect.  One prime example is Stanford 
Children’s Health Hospital, which now has up to 620 digital visits a day (up from 
20). 

• Digital diagnostics - For example, digital thermometer manufacturer Kinsa 
experienced a massive rise in usage as the pandemic swept through the U.S. 
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• Robot assistance - In China, in particular, robots were used to sanitize and disinfect 
hospitals and to supply medicines.”17 

• These advancements in IoT technology will have an impact on the insurance 
industry, providing opportunities for new and enhanced product offerings.  

 
Threats: 
 

• Traditional business models are being threatened forcing insurers and brokers to adapt or 
risk being left behind. 

• Questions about liability over data ownership and privacy standards, which change by 
jurisdiction, are increasing. 

• Companies obtaining and storing large quantities of data need to ensure they are channeling 
it into systems which aid their decision making and outcomes. As Mr. Binley says: “The 
challenge is that there are multiple devices, multiple phones and multiple different ways of 
calculating, for example, where you are and how fast you’re going. There’s a huge amount of 
energy and investment currently in making sure that among the proliferation of IoT devices, 
insurers have a way to normalize the data and have it on one platform. It needs to be served 
up to them in a standard format so they can make decisions on it.”18 Unfortunately many 
insurance companies have struggled to process and analyze traditional data posing a steep 
learning curve. 

• Lack of trust for insurance companies could hinder development within IoT or prevent 
companies from collecting necessary uniform data across customers. Professional services 
consultancy EY found in its 2014 Global Customer Insurance Survey that 70% of customers 
have moderate or complete trust in insurance companies, but this figure dropped to 65% for 
North America and 53% for the UK. 

• Over-reliance on IoT systems can detract from understanding of more granular detail in 
underwriting and broking. 

• Traditional insurance companies are threatened by  new competitors and digital companies 
like Google and Amazon. In the last four years, insurance startups have taken off, 
responding to the demands of the new connected customer. 

• Insurance companies need to transform, or risk being left behind, not “only their operations 
but their behaviors and mindset as well. Insurance is no longer just about the numbers; it’s 
about providing a frictionless and value-add customer experience at every point in the value 
chain.”19 

 
17 Bocetta, S. “Hands-Free Everything? The Coronavirus Impact on IOT.” GlobalSign.  July 10, 2020. 
https://www.globalsign.com/en/blog/hands-free-everything-coronavirus-impact-iot  
18 Littlejohns, P. “The Internet of Things and big data: The key trends that could shape the future of insurance.” NS 
Insurance. March 18, 2019. https://www.nsinsurance.com/news/internet-of-things-and-big-data/  
19 Littlejohns, P. “The Internet of Things and big data: The key trends that could shape the future of insurance.” NS 
Insurance. March 18, 2019. https://www.nsinsurance.com/news/internet-of-things-and-big-data/  

https://www.globalsign.com/en/blog/hands-free-everything-coronavirus-impact-iot
https://www.nsinsurance.com/news/internet-of-things-and-big-data/
https://www.nsinsurance.com/news/internet-of-things-and-big-data/
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• By decreasing the amount of risk and lowering the number of associated claims, premiums 
will naturally fall gradually over time. Insurers will need to replace the associated decreased 
revenue. 

• Increased cyberattacks and fraud due to the increasing quantity of data following between 
devices, companies and people. While classic fraud tactics might reduce, new types of 
application and claims fraud will arise meaning that insurers will have to increase investment 
within IoT data security and fraud protection.20 The number of IoT threats observed by F-
Secure Labs doubled in 2018, growing from 19 to 38 in the space of a single year. Threats 
targeting weak/default credentials, unpatched vulnerabilities, or both, made up 87 percent of 
observed threats. 21 
o Finding the right expertise to underwrite and data mine IoT risks could present 

challenges. 

 
COVID-19 Specific Threats 

 
• COVID-19 has resulted in an 18% drop in net new IoT devices thus far this year.22 
• With the significant increase in work-from-home, many employers were not prepared to 

provide company owned devices to their associates working remotely.  Because of that, a 
significant number of associates utilize their own devices, which typically are not as well 
protected as company devices and are more likely to be used for riskier activities.  This 
vulnerability may be an entry point for malware or other third-party threats.23 

• Video collaboration tools such as Zoom have by and large replaced in-person meetings. In 
March 2020 alone, Zoom reported that it had added 183,000 corporate customers having at 
least 10 employees. With that explosive growth, also came unauthorized and often 
disruptive intrusions by third parties into Zoom video conferences.  In the event protected 
or otherwise confidential information is discussed in these Zoom meetings, there remains a 
risk of unauthorized disclosure of that information the unauthorized intruders.  
Furthermore, attendees of the video-conference calls can also be subject to inappropriate or 
harassing verbal attacks which can be extremely disruptive to the meeting and could be 
emotionally harmful to the attendees.24  

 
20 Sheard, E. “IoT Data is Disrupting the Insurance Industry.” IoT for All. November 7, 2018. 
https://www.iotforall.com/iot-data- is-disrupting-the-insurance-industry/  
21 Black, N. “5 Challenges for IoT in the insurance industry.” SAS. Accessed August 9, 2019. 
https://www.sas.com/en_gb/insights/articles/big-data/5-challenges-for-iot-in-insurance-industry.html  
22 O’Connell, B. “What is the Internet of Things and Why Is It Essential in 2019?” The Street. March 13, 2019. 
https://www.thestreet.com/technology/what-is-the-internet-of-things-14895596  
23 O’Halloran, J. COVID-19 Calculated to Cause 18% Drop in New IOT Devices. May 28, 2020. 
https://www.computerweekly.com/news/252483797/Covid-19-calculated-to-cause-18-drop-in-net-new-IoT-Devices-
in-2020  
24 Fortinet, “Understanding the Impact of Covid-19 on IOT Security”, November 5, 2020. 
https://www.fortinet.com/blog/industry-trends/understanding-the-impact-of-covid-19-on-iot-security  

https://www.iotforall.com/iot-data-%20is-disrupting-the-insurance-industry/
https://www.sas.com/en_gb/insights/articles/big-data/5-challenges-for-iot-in-insurance-industry.html
https://www.thestreet.com/technology/what-is-the-internet-of-things-14895596
https://www.computerweekly.com/news/252483797/Covid-19-calculated-to-cause-18-drop-in-net-new-IoT-Devices-in-2020
https://www.computerweekly.com/news/252483797/Covid-19-calculated-to-cause-18-drop-in-net-new-IoT-Devices-in-2020
https://www.fortinet.com/blog/industry-trends/understanding-the-impact-of-covid-19-on-iot-security
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