
Internet of Things
REPORT SUMMARY

Internet of  Things (IoT) is the proliferation of  sensors connected to the internet and cross-platform 
integration, encompassing most smart devices affecting consumers and commercial industries. 

IMPLICATIONS
• Increasing use of  telematics, sensors and 

wearables allow insurers to better understand 
and manage risks

• Legacy technology may limit the ability to 
participate

• Huge increases in IoT as innovation and 
development continue to increase and evolve

• Increasing connectivity among companies, 
products and people

• IoT market predicted to be $123 billion by 
2021 with more than 25 billion connected 
devices

• Increased demand for data scientists
• Risk sharing to continually increase with 

complexity and understanding of  risks

HEAT MAP RESULTS

MEDIUM Probability of Impact
UNKNOWN Severity of Impact
0-5 YEARS until Impact on Industry

OPPORTUNITIES
• Increases the tangibility of  insurance product,  

which makes the process of  buying insurance more 
pleasant for the consumer

• Could improve risk evaluation and underwriting
• Change driven by IoT could attract more young 

professionals to the insurance industry
• Improved connection and communications with 

customers; insurers stay informed and aid risk 
management, and customers see value for money

• Could better educate insureds by collecting and 
sharing data with insureds to help them better 
understand risk

• Identifies trends in claims and underwriting and 
ensures quick, logical response

• Mitigates risk and reduces claims numbers and 
costs associated  in classes of  insurance which use 
IoT technology and predictive models

THREATS
• Steep learning curve; insurers and brokers with traditional business 

models must adapt or risk being left behind
• Questions about liability over data ownership and privacy standards
• Multiple devices can prevent normalizing data on platform; 

companies must store data in systems to improve decision-making 
and outcomes

• Lack of  trust from insurance companies can prevent collecting 
uniform data and hinder IoT development

• Overreliance on IoT systems can detract from understanding 
underwriting/broking data on the granular level

• New competitors and digital companies (e.g., Google and Amazon)
• Premiums will decrease as risk and claims numbers decrease
• Cyberattacks and fraud increase as quantity of  data increases; insurers 

will have to invest more in IoT data security and fraud protection
• Investing in expertise to underwrite and data mine IoT risks

www.wsia.org
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IMPLICATIONS
• It is most visible in the communication 

arena and comes as a result of  the 
staggering increase in the use of  tools that 
digitally and remotely connect people 
together.

• Conference tools like Zoom are booming 
as well as remote access tools that connect 
insurance people in the industry with their 
machines and assets.  

OPPORTUNITIES
• Fleet management, heavy transport vehicles, 

equipment, fixed assets and digital signage are among 
the Internet of  Things applications hit hardest by the 
pandemic. This is the result of  manufacturing shut-
downs, supply chain interruptions, and change in 
connected product availability. Yet despite the 
disruption there is no intrinsic change to the 
application desirability and utility.  
o Additionally, the insurance industry is seeing 

and occasionally supporting the adoption of  
micro-controlled unit based, low power wide 
area sensors that serve as early detection 
devices that make the world safer where 
insureds can quickly respond to threats.

THREATS
• COVID-19 has resulted in an 18% 

drop in net new IoT devices thus 
far this year.
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