
Cyber Exposure
REPORT SUMMARY

Cyber security is a leading issue for every business due to the increased vulnerability of  confidential data.

IMPLICATIONS
• The amount of  risk is tightly coupled with technology changing at a 

rapid pace.
• Cyber exposure is growing faster than insurance products and 

solutions can be created.
• If  the Wholesaler does not have the expertise in-house to support 

these new products, they will have to rely on the Carrier for the 
underwriting expertise. Does that affect the Wholesale Distribution 
Value Proposition?

• Increased business costs to protect networks and data.
• There are significant implications around education within the 

industry and for the insureds, as the issue of  cyber insurance is 
technical and constantly evolving meaning that (1) some exposures 
are likely to be hidden or to evolve over time and (2) appropriate 
pricing may be challenging and fluid to develop.

HEAT MAP RESULTS

HIGH Probability of Impact
MEDIUM Severity of Impact
0-5 YEARS until Impact on Industry

OPPORTUNITIES
• Carriers, retailers, and wholesalers that invest in 

understanding cyber issues & needs can differentiate 
themselves from their competition.

• Coverage expansion as there are many gaps in coverage 
– both known & unknown.

• New capital and disruptive (digital) markets can fill 
gaps – Opportunity for wholesalers to be proactive and 
carve out niches.

• Wholesalers have the opportunity to educate customers 
about the risks around cyber security and the potential 
coverages – Many companies/customers don’t 
understand their full risk.

• Educational opportunities from carriers to wholesalers, 
wholesalers to retailers and retailers to insureds.

THREATS
• Data theft and the cost to protect the 

information that wholesalers and carriers have 
increased in complexity and cost.

• Regulatory pressure and oversight will continue 
to grow especially around encryption 
requirements.

• Changing/evolving regulatory environment 
causes uncertainty.

• Finding the right talent can be a significant 
challenge in an ever-changing space – a lack of  
talent, or a surplus of  the wrong type of  talent, 
poses considerable hidden challenges and costs 
for insurers
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IMPLICATIONS
• Brokers should review insurance policy 

language to ensure coverage is adequately 
addressing the exposures of  a changing 
workforce. Items of  significance will 
include the definition of  employee, 
computer system and notable exclusions 
for failure to maintain a minimum level of  
security. Brokers should also make sure 
policy limits are sufficient given changing 
exposure. 

OPPORTUNITIES
• Acceleration in the development of  

predictive analytic tools.
• New capital and disruptive (digital) markets 

can fill gaps – Opportunity for wholesalers 
to be proactive and carve out niches.

• Wholesalers can educate customers about 
the risks around cyber security and the 
potential coverages. Many 
companies/customers do not understand 
their full risk.

THREATS
• Phishing and other social engineering tactics 

will continue to mask themselves under the 
guise of  COVID-19 themes. The US Federal 
Trade Commission reported it has received 
more than 105,000 COVID-19 related fraud 
complaints since January accounting for more 
than $69 million in losses.

• Cyber-attacks will continue against newly, and 
in many cases rapidly, deployed remote access 
environments and teleworking infrastructure.
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