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Executive Summary: 
 
 Cyber exposure or cyber risk can be accurately described as any disruption of business or 
operation, financial loss, or reputational harm suffered stemming from an organization’s information 
technology assets, be it their malicious penetration, accidental vulnerability, or operational failure.1 
Common examples of these types of exposures include the risk associated with the loss of clients’ 
personal information (as in the breach of big-box retailer Target in 2013, when credit card 
information was stolen), embarrassment when private correspondence is revealed (as in the case of 
German politicians’ emails released in 2019), or in loss of business (as in the case of an Australian 
chocolatier shut down by the WannaCry virus in 2017). Part of what makes cyber exposure a 
persistent emerging risk is that despite education about the threat generally, its nature in practice is 
constantly growing, changing, and evolving. A contributor for Forbes estimated that any given 
machine on a network might have 150-200 vulnerabilities at any given time, with 20-40 new 
vulnerabilities cropping up daily.2 
 Cyber risks are a serious exposure for both businesses and the insurers who provide them 
coverage. According to Cybersecurity Ventures, cybercrime will cost the world economy $6 trillion 
annually by 2021, up from $3 trillion reported in 2015.3 Organizational and consumer costs from 
cybercrime can include the destruction of data, stolen funds, intellectual property theft, business 
interruption losses, fraud, forensic investigation, legal fees, restoration of compromised data, 
systems and hardware, regulatory fines and penalties, and brand damage. Lloyd’s of London and 
Aon mapped out the potential impact of an email cyber-attack scenario which found that even one 
attack could cause as much as $27 billion in claims paid.3 Such massive risks would be manageable if 
the threat posed was static over time, but this is far from the case. Insurers active in the coverage 
note that risks expand as Internet of Things (IoT) devices become prevalent and as more workers 
log into networks from public spaces or their own homes.4 Critical infrastructure remains 
vulnerable, leaving even well-defended organizations at the mercy of an attack aimed at the physical 
and digital frameworks they rely on to conduct business.5 Malicious actors behind cyber threats are 
constantly evolving their tools and strategies in response to security efforts, meaning that there is an 
ever-expanding horizon of expertise necessary to keep pace. This is complicated by a technical talent 
gap, which can leave organizations’ response teams stretched thin and understaffed in the event of 
an attack.6 

 
1 Northbridge Insurance. “What is cyber risk, and why should I care?” Northbridge Insurance. November 1, 2018. 
https://www.nbins.com/blog/cyber-risk/what-is-cyber-risk-2/  
2 Roytman, M. “What I’ve learned while training computers to predict cyber risk.” Forbes. January 15, 2019. 
https://www.forbes.com/sites/forbestechcouncil/2019/01/15/what-ive-learned-while-training-computers-to-predict-
cyber-risk/#56992a3b7b43 
4 Hussain, N.Z. “Global malware attack could cost insurers $27 billion.” Insurance Journal. January 29, 2019. 
https://www.insurancejournal.com/news/international/2019/01/29/515992.htm 
5 Northbridge Insurance. “What is cyber risk, and why should I care?” Northbridge Insurance. November 1, 2018. 
https://www.nbins.com/blog/cyber-risk/what-is-cyber-risk-2/ 
6 Disparte, D. “How will cyber risk evolve in 2019?” Forbes. January 7, 2019. 
https://www.forbes.com/sites/dantedisparte/2019/01/07/how-will-cyber-risk-evolve-in-2019/#c71d9715bd50 
7 Disparte, D. “How will cyber risk evolve in 2019?” Forbes. January 7, 2019. 
https://www.forbes.com/sites/dantedisparte/2019/01/07/how-will-cyber-risk-evolve-in-2019/#c71d9715bd50 

https://www.nbins.com/blog/cyber-risk/what-is-cyber-risk-2/
https://www.forbes.com/sites/forbestechcouncil/2019/01/15/what-ive-learned-while-training-computers-to-predict-cyber-risk/#56992a3b7b43
https://www.forbes.com/sites/forbestechcouncil/2019/01/15/what-ive-learned-while-training-computers-to-predict-cyber-risk/#56992a3b7b43
https://www.insurancejournal.com/news/international/2019/01/29/515992.htm
https://www.nbins.com/blog/cyber-risk/what-is-cyber-risk-2/
https://www.forbes.com/sites/dantedisparte/2019/01/07/how-will-cyber-risk-evolve-in-2019/#c71d9715bd50
https://www.forbes.com/sites/dantedisparte/2019/01/07/how-will-cyber-risk-evolve-in-2019/#c71d9715bd50
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  There are few actors free from the burden of worrying about cyber exposure in an 
increasingly digitized, connected, and automated society. For insurers active in providing cyber 
coverage, concerns run from very small and mid-sized businesses up through large, board-driven 
enterprises. Small and mid-sized businesses sit at the unfortunate crossroads of being unable to 
devote the same resources to cyber security as larger enterprises, and of being the ideal soft entry 
points to those larger enterprises by virtue of interconnected supply chain systems, etc.7 For their 
part, larger enterprises are aware of the risks and may in some respects have become complacent by 
virtue of cyber exposure being a hot topic for a number of years now. A survey by the National 
Association of Corporate Directors found that while many boards rated cyber risks as a major 
concern, they were also very confident in their protection against such risks and did not intend to 
devote significant leadership oversight efforts to keeping abreast of the problem.8 The interaction of 
these factors – cyber exposure’s prevalence, potentially enormous impact, constant evolution, and 
persistent organizational weaknesses – make it an important consideration for surplus lines insurers 
both as they offer coverage of the risk and as they grapple with it in their own digital infrastructure. 
 
Implications:  
 

• The amount of risk is tightly coupled with technology changing at a rapid pace. 
• Cyber exposure is growing faster than insurance products and solutions can be created.  
• If the Wholesaler does not have the expertise in-house to support these new products, they 

will have to rely on the Carrier for the underwriting expertise. Does that affect the Wholesale 
Distribution Value Proposition? 

• Increased business costs to protect networks and data. 
• There are significant implications around education within the industry and for the insureds, 

as the issue of cyber insurance is technical and constantly evolving meaning that (1) some 
exposures are likely to be hidden or to evolve over time and (2) appropriate pricing may be 
challenging and fluid to develop. 

• All of the implications, opportunities and threats that pertain to companies, and potential 
insurance products for those companies, also apply to insurance companies themselves. 

• Increasing privacy regulation surrounding organizational data governance and transparency 
around data collection and processing activities.  

 
COVID-19 Specific Implications 
 
• Brokers should review insurance policy language to ensure coverage is adequately addressing 

the exposures of a changing workforce. Items of significance will include the definition of 
employee, computer system and notable exclusions for failure to maintain a minimum level 
of security. Brokers should also make sure policy limits are sufficient given changing 
exposure. 

 
8 Disparte, D. “How will cyber risk evolve in 2019?” Forbes. January 7, 2019. 
https://www.forbes.com/sites/dantedisparte/2019/01/07/how-will-cyber-risk-evolve-in-2019/#c71d9715bd50 
9 Veltsos, C. “When it comes to cyber risks, a confident board isn’t always a good thing.” SecurityIntelligence. January 14, 
2019. https://securityintelligence.com/when-it-comes-to-cyber-risks-a-confident-board-isnt-always-a-good-thing/ 

https://www.forbes.com/sites/dantedisparte/2019/01/07/how-will-cyber-risk-evolve-in-2019/#c71d9715bd50
https://securityintelligence.com/when-it-comes-to-cyber-risks-a-confident-board-isnt-always-a-good-thing/
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• Untrained remote workers may be more susceptible to phishing scams or drive-by download 
attacks when visiting infected websites searching for information. 

• The pandemic has accelerated a work from home environment across a multitude of 
industry sectors. Organizations will need to reevaluate and rewrite corporate compliance 
policies to reflect the remote work exposures across their organization.  

• A redeployed remote workforce could trigger FTC complaints of privacy and security 
violations which can lead to fines, penalties, or consent decrees. Two specific company 
failures could surround an inadequate security posture stemming from a virtual work 
environment and failure to adequately train employees about new security practices.  

• As sectors of the economy begin to reopen and organizations start to physically engage with 
employees, privacy concerns have been raised surrounding contact tracing and increased 
medical information collection. The Americans with Disabilities Act places many restrictions 
on a covered organization’s ability to collect or use medical information of employees and 
applicants. While the US Equal Employment Opportunity Commission (EEOC) has offered 
guidance for what is acceptable to collect and request from employees during a pandemic, 
employers must engage in a lawful manner and not participate in unequal treatment based on 
protected characteristics when making decisions related to collecting sensitive information 
from screening and testing. This is likely data that was not previously collected must be 
secured properly. 9 

• A growing demand for biometric facial recognition systems has been observed during the 
coronavirus pandemic. The use of this technology in public places will call in to question 
privacy and regulatory issues as well as data protection concerns.10 

 
Opportunities:  
 

• Acceleration in the development of predictive analytic tools. 
• The evolving conversation around cyber exposure provides a great opportunity to bring a 

complete picture to insureds, and an avenue for having a detailed conversation about an 
insured’s retention levels relative to a constantly evolving risk. 

• Carriers, retailers, and wholesalers that invest in understanding cyber issues & needs can 
differentiate themselves from their competition. 

• Coverage expansion as there are many gaps in coverage – both known & unknown. 
• New capital and disruptive (digital) markets can fill gaps – Opportunity for wholesalers to be 

proactive and carve out niches. 
• Wholesalers have the opportunity to educate customers about the risks around cyber security 

and the potential coverages – Many companies/customers don’t understand their full risk. 
• Educational opportunities from carriers to wholesalers, wholesalers to retailers and retailers to 

insureds. 
 

9 What You Should Know About COVID-19 and the ADA, the Rehabilitation Act, and Other EEO Laws. 
https://www.eeoc.gov/wysk/what-you-should-know-about-covid-19-and-ada-rehabilitation-act-and-other-eeo-laws  
10 COVID-19 Impact on the Facial Recognition Market by Component, Vertical, and Region - Global Forecast to 2021. 
https://www.businesswire.com/news/home/20200615005238/en/COVID-19-Impact-Facial-Recognition-Market-
Component-Vertical  

https://www.eeoc.gov/wysk/what-you-should-know-about-covid-19-and-ada-rehabilitation-act-and-other-eeo-laws
https://www.businesswire.com/news/home/20200615005238/en/COVID-19-Impact-Facial-Recognition-Market-Component-Vertical
https://www.businesswire.com/news/home/20200615005238/en/COVID-19-Impact-Facial-Recognition-Market-Component-Vertical
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• Carriers and Program Managers can utilize TPA providers with cyber specific non-risk-
taking services, and there is an opportunity for additional sales and services to an insured 
when surplus lines insurers and brokers are also providing risk management-type services 
which help insureds understand exposures and guard against bad practices while educating 
them about best practices. 

• Potential for improved and more expansive underwriting data – predictive analytics. 
• New tools to monitor and price exposures. 
• Monitoring of cyber exposures and regulations. 
• Better security tools are available for smaller businesses – loss mitigation. 
• Building Predictive Analytic (PA) capabilities – Identifying opportunities, better pricing, and 

loss control. 
• Early adaptors of PA towards cyber products have potential to gain significant market share. 
• Identify areas needing new and/or improved products. First movers have the opportunity to 

gain significant market share but at greater risk. 
• Ability to develop better more sustainable actuarial pricing tools. 
• Stronger Enterprise Risk Management tools. 
• Given how quickly this market is changing, nimble wholesalers and carriers will be able to 

find new opportunities more quickly – Wholesalers can partner with carriers to develop new 
products more efficiently.  

 
COVID-19 Specific Opportunities  
 
• Wholesale brokers and retailers can demonstrate expertise and value to clients by addressing 

possible new exposures created by a remote workforce that did not exist prior to the 
pandemic. This includes highlighting inadequate insurance coverage or limits. 

• Risk management resources accompanying an insurance policy including but not limited to 
legal advice, regulatory compliance document review and creation, and cyber security 
awareness training should be utilized during this time and moved to the forefront when 
selecting carrier/MGA partners and presenting insurance solutions to clients.  

 
Threats: 
 

• Data theft and the cost to protect the information that wholesalers and carriers have 
increased in complexity and cost. 

• Regulatory pressure and oversight will continue to grow especially around encryption 
requirements. 

• Changing/evolving regulatory environment causes uncertainty. 
• Finding the right talent can be a significant challenge in an ever-changing space – a lack of 

talent, or a surplus of the wrong type of talent, poses considerable hidden challenges and 
costs for insurers. 
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• Ransomware threats have evolved as many criminal actors are no longer content with 
encrypting systems or data and demanding payment. Cybercriminals have elevated extortion 
efforts by threatening to publicly release a victim organization’s data if payment is not made.  

• Ransomware detections in business environments have increased by 365% with the primary 
methods of attack delivered via spear-phishing and insecure Remote Desktop Protocol 
(RDP) connections.11 

• Artificial intelligence technology will take hacking to a new level. 
• As Carriers introduce new products, there will be a persistent threat that they may lack the 

technical expertise to support these products.  
• Could have negative implications to existing coverages such as E&O, D&O and Business 

Interruption. 
• Potential threat to an unsophisticated wholesaler, or a wholesaler without access to many 

cyber products, offering a cyber product that does not provide sufficient coverage and/or 
keep up with regulations. 

• Constantly changing/evolving which can make contract wording ineffective 
• Larger privacy issues that continue to grow have coverage implications – need to regularly 

test coverages. 
• The pervasiveness of networked technology creates gray area of where liabilities (including 

related to vendors, installers, support personnel, and selection solutions) can grow 
unobserved. 

• Creates a larger cyber-attack surface - no longer one dimensional: 
o Cloud computing stresses known security tools 
o Expanding use of hand-held devices in business creates broader security threats 

• Rapid data growth stresses exposures of existing cyber products. 
• Limited standards on how to best assess cyber risks of data.  
• Industry is lacking tools to properly estimate the costs associated with breaches of sensitive 

data; which limits a carriers' ability to adequately price the exposures. 
• Could increase the difficulty for the insurance industry to retain IT talent.12 
• Adopting the belief that your company is not a target for cyber attacks poses considerable 

risk, as malignant actors target both small and large companies.  
• Stick to the cyber security basics. When reviewing the most frequent causes of a data breach, 

organizations reported phishing and use of stolen credentials as the top two methods of 
compromise.13 

• Employees working from home could place corporate IP or other sensitive information at 
risk if proper disposal methods (shredding) of paper documents are not followed

 
11 Cybercrime Tactics and Techniques: Ransomware Retrospective. 
https://resources.malwarebytes.com/files/2019/08/CTNT-2019-Ransomware_August_FINAL.pdf  
12 2020 Verizon Data Breach Investigations Report 
13 2020 Verizon Data Breach Investigations Report 

https://resources.malwarebytes.com/files/2019/08/CTNT-2019-Ransomware_August_FINAL.pdf


COVID-19 Specific Threats  
 

• Phishing and other social engineering tactics will continue to mask themselves under the guise 
of COVID-19 themes. The US Federal Trade Commission reported it has received more than 
105,000 COVID-19 related fraud complaints since January accounting for more than $69 
million in losses.14 

• Cyber-attacks will continue against newly, and in many cases rapidly, deployed remote access 
environments and teleworking infrastructure. 

• Shadow IT creates vulnerabilities. This exists when a company’s employees provide their own 
solutions to information technology problems that are often outside of the parameters of the 
security team’s guidance (i.e., use of unapproved communications platforms or personal 
devices) and possibly in violation of company security protocol. 

 
  

 
14 FTC COVID-19 and Stimulus Reports: 
https://public.tableau.com/profile/federal.trade.commission#!/vizhome/COVID-19andStimulusReports/Map  

https://public.tableau.com/profile/federal.trade.commission#!/vizhome/COVID-19andStimulusReports/Map
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