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This report was prepared by the Emerging Issues and Innovation (EII) Committee of the Wholesale & 
Specialty Insurance Association (WSIA). This paper does not reflect the opinion of WSIA; rather, its 
intended use is as a “food for thought” paper, gathering open-source information and the combined 
insurance industry experience of committee members to serve as a starting point for insurance 
professionals considering issues, technologies and world events that may have an impact on the surplus 
lines industry. Members of the Committee are not technical experts in these issues nor does this paper 
provide their opinions or advice on the underlying topic, though the hope of the Committee is by 
gathering this information as a beginning point on new and emerging trends or issues, they can 
encourage readers to think independently and seek additional sources regarding the issues and topics 
discussed herein. All substantive information provided within this paper is the work of the cited source 
and WSIA and the Committee do not claim any interest or title in the work. Questions regarding cited 
sources should be made directly to the author or source of the cited material. Contact the WSIA 
offices at info@wsia.org or 816.741.3910 or visit www.wsia.org to learn more about the Committee 
and WSIA. 
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Executive Summary: 

Cryptocurrencies are decentralized, digital currencies1. Bitcoin is the most prominent and 
publicly discussed example, but other forms of cryptocurrency, including Litecoin, Ether/Ethereum, 
and EOS, are fundamentally similar, with many of the same implications, opportunities, and threats 
for the insurance industry. There are two main components to cryptocurrencies: the token (the virtual 
IOU signaling payment) and the protocol (the blockchain-secured ledger of transactions between 
users)2. Both are used interchangeably to describe the broad interactions of users: buying and selling 
goods and services in a way that is not centralized or regulated through a government or bank, which 
ensures a certain amount of anonymity, which is highly divisible for both very large and very small 
transactions (down to 1/100 millionth of a Bitcoin), and which is designed to be immutable3. 

Bitcoin is the most commonly referenced cryptocurrency and serves as an instructive use case 
from which to explore the impact, risks and opportunities posed by the interaction of cryptocurrency 
and insurance. Bitcoin is finite, with a maximum of 21 million Bitcoins to be produced by an energy 

intensive series of mathematical calculations referred to as “mining”4. These calculations, constantly 
checked and rechecked as Bitcoins change hands, are said by advocates to render Bitcoin ledgers 
“unhackable,” though there are indications that hackers have recently developed avenues of attack 
which will allow them to compromise ledgers more frequently5. Bitcoin is currently of substantial 
value, with the currency listed at just under $4,000 per Bitcoin as of this writing. Wealth can also be 
significantly aggregated with cryptocurrency, with some Bitcoin “whales” accruing as much as $400 
million worth of currency in a single transaction6. That said, there is no intrinsic value to Bitcoin as it 
is not tied to earnings or other forms of value controls7. Significant uncertainty surrounds Bitcoin 
specifically, and cryptocurrency more generally, with conservative financial voices viewing it as a 
novelty at best and a serious threat to its users’ financial stability at worst, and with its advocates 
believing it will herald a revolution in global currency. The IRS and courts have tended to view 
cryptocurrencies as property rather than currency or cash at the present time, though this is always 
open to interpretation (see a summary of cryptocurrency’s legal status as of 2018 here) 8. 

 
 

1 Jaffe, J. “What is bitcoin? Here’s everything you need to know.” CNET. February 12, 2018. 
https://www.cnet.com/how-to/what-is-bitcoin/ 
2 Acheson, N. “What is bitcoin?” Coindesk. January 26, 2018. https://www.coindesk.com/information/what-is-bitcoin 
3 Acheson, N. “What is bitcoin?” Coindesk. January 26, 2018. https://www.coindesk.com/information/what-is-bitcoin 
2018 
4 Jaffe, J. “What is bitcoin? Here’s everything you need to know.” CNET. February 12, 2018. 
https://www.cnet.com/how-to/what-is-bitcoin/ 
5 Orcutt, M. “One hailed as unhackable, blockchains are now getting hacked.” MIT Technology Review. February 19, 2019. 
https://www.technologyreview.com/s/612974/once-hailed-as-unhackable-blockchains-are-now-getting-hacked/ 
6 Matthews, K. “5 things you need to know about bitcoin insurance.” Use the Bitcoin. March 2, 2019. 
https://usethebitcoin.com/5-things-about-bitcoin-insurance/ 
7 Jaffe, J. “What is bitcoin? Here’s everything you need to know.” CNET. February 12, 2018. 
https://www.cnet.com/how-to/what-is-bitcoin/ 
8 Jaffe, J. “What is bitcoin? Here’s everything you need to know.” CNET. February 12, 2018. 
https://www.cnet.com/how-to/what-is-bitcoin/; Kramer, S. “Collateral Damage.” Best Lawyers. October 1, 2018. 
https://www.bestlawyers.com/article/is-cryptocurrency-property/2106 

https://www.bestlawyers.com/article/is-cryptocurrency-property/2106
https://www.cnet.com/how-to/what-is-bitcoin/
https://www.coindesk.com/information/what-is-bitcoin
https://www.coindesk.com/information/what-is-bitcoin
https://www.cnet.com/how-to/what-is-bitcoin/
https://www.technologyreview.com/s/612974/once-hailed-as-unhackable-blockchains-are-now-getting-hacked/
https://usethebitcoin.com/5-things-about-bitcoin-insurance/
https://www.cnet.com/how-to/what-is-bitcoin/
https://www.cnet.com/how-to/what-is-bitcoin/
https://www.bestlawyers.com/article/is-cryptocurrency-property/2106


3 

 

 

While still a curiosity in many established financial circles, cryptocurrency bears close 
examination as a potential growth area for insurance. Young people tend to be the adopters of 
cryptocurrencies9. Much like mobile insurance applications, use-based insurance, and chatbot 
customer service applications, insurers may find more customers eager to pay for policies with 
cryptocurrency in the future. At present, the small population engaging in cryptocurrency investment 
is exposed to considerable risk by accumulating small fortunes of the cryptocurrency, investing 
significant resources in accumulating it, and providing business services (such as secure wallet storage, 
etc.) for users. Hackers have begun to target crypto exchanges, and some cryptocurrencies are showing 
signs of vulnerability10. Targeting of “whales” by hackers means that the greater success an individual 
enjoys, the more likely they are to be targeted11. Cryptocurrency users need not be the target of 
malicious activity to face the potential for significant loss, either. A Canadian cryptocurrency exchange 
recently announced that it was unable to access over $190 million worth of stored funds due to the 
unexpected death of the owner, who held the only password to access the storage12. 

It is essential that intrepid brokers and underwriters looking to expand into this new space, 
and insurance professionals working on traditional risks, keep a keen eye on the state of 
cryptocurrency and understand how it may interact with non-cyber coverages. The cryptocurrency 
market is constantly evolving, with surprising new challenges and risks. Governments are generally 
uncertain how to control or regulate cryptocurrency. From a litigation perspective, courts at various 
levels have viewed cryptocurrency differently. In the case of a user who made a claim for Bitcoin on 
their homeowner’s policy, one court ruled it was currency and subject to a $200 limit only to have that 
ruling overturned by an appeals court which ruled the cryptocurrency was property and subject to 
much higher limits13. Insurers wishing to avoid such unintended cyber risks should consider how best 
to account for or exclude them in otherwise unrelated policies. Thought should be given particularly 
to lines of business in which theft and/or monetary loss potential exists as a material exposure, 
including Crime, D&O, Professional Liability, Cyber Liability, Kidnap & Ransom and Personal Lines. 
Additionally, state regulators have signaled they are beginning to consider how to view crypto policies. 
While the NAIC and most states have indicated they have given little formal thought to the question, 
both Pennsylvania and California have indicated that some or all cryptocurrency risks would likely fall 
within their filing requirements and could be written by only licensed and admitted insurers14. Keen 
awareness of the changing state of the market will allow insurance professionals to avoid surprises and 
exploit ripe opportunities in cryptocurrency markets. 

 

Implications: 
• Creates economic parity without the need for exchange rate fluctuations. 

 

9 Leinz, K. “A look at who owns bitcoin (young men), and why (lack of trust).” Bloomberg. January 24, 2018. 
https://www.bloomberg.com/news/articles/2018-01-24/a-look-at-who-owns-bitcoin-young-men-and-why-lack-of-trust        
10 Matthews, K. “5 things you need to know about bitcoin insurance.” Use the Bitcoin. March 2, 2019. 
https://usethebitcoin.com/5-things-about-bitcoin-insurance/ 
11 Matthews, K. “5 things you need to know about bitcoin insurance.” Use the Bitcoin. March 2, 2019. 
https://usethebitcoin.com/5-things-about-bitcoin-insurance/ 
12 McKay, T. “Crypto exchange says it can’t repay $190 million to clients after founder dies with only password.” 
Gizmodo. February 3, 2019. https://gizmodo.com/crypto-exchange-says-it-cant-repay-190-million-to-clie-1832309454 
13 Matthews, K. “5 things you need to know about bitcoin insurance.” Use the Bitcoin. March 2, 2019. 
https://usethebitcoin.com/5-things-about-bitcoin-insurance/ 
14 Sagalow, Z. “Frequent cryptocurrency theft gives rise to new area of insurance.” Roll Call. March 5, 2019. 
https://www.rollcall.com/news/policy/frequent-cryptocurrency-theft-gives-rise-new-area-insurance 

https://www.bloomberg.com/news/articles/2018-01-24/a-look-at-who-owns-bitcoin-young-men-and-why-lack-of-trust
https://usethebitcoin.com/5-things-about-bitcoin-insurance/
https://usethebitcoin.com/5-things-about-bitcoin-insurance/
https://gizmodo.com/crypto-exchange-says-it-cant-repay-190-million-to-clie-1832309454
https://usethebitcoin.com/5-things-about-bitcoin-insurance/
https://www.rollcall.com/news/policy/frequent-cryptocurrency-theft-gives-rise-new-area-insurance
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• Creates stability in war-torn countries. 

• Allows for illegitimate currency to be put into circulation. 

• Has an inflationary/recessionary effect on other currencies. 

• Takes the place of safe haven investments. 

• Increases/limits money supply. 

• New peer-to-peer products are being developed such as security and insurance products 
(crime). 

• Take-up of cryptocurrency and blockchain will change the way insurance is distributed. 

• New insurance products targeted at cryptocurrency theft or services rendered that pertain to 
the handling, dissemination of or mining for Bitcoin or other forms of digital currency. 

 

Opportunities: 
• People are starting to understand blockchain – the technology behind Bitcoin. Represents a 

rapidly growing, new financial services industry with unique risk exposures. 

• Facilitates international trade. 

• Could facilitate premium and claims payments. 

• Product innovation around insurance solutions that will protect Insureds against 
cryptocurrency-related losses. 

 

Threats: 
• Criminal activity – it’s often the currency for ransomware attacks and dark web transactions. 

• Attracts increased cyber hacks. 

• Absence of regulation. 

• Large amount of power consumed by the computing capacity required for mining. 

• Breach sanctions in the US and Europe. 

• If an encryption key is lost, the information is gone forever. 

• Poses a threat to the value of the US dollar. 

• It’s a new technology that few understand – difficult to tell legitimate digital currency 
companies from “shady ones.” 

• The cryptocurrency industry may not be large enough for premiums to cover possible losses. 

• Currency volatility can be significant, with the open-source cryptocurrency monitoring site 
Dead Coins listing hundreds of currencies which have exited the market either through 
failure to gain and maintain market share or having been founded as scams15. 

• For insurers adverse to risks associated with the use of virtual currency, the growing 
prevalence of cryptocurrency may present largely unanticipated exposures that may require 
new development and/or modification of existing forms. 

 
 
 
 
 

 

15 Dead Coins. Accessed September 3, 2019. https://deadcoins.com 

https://deadcoins.com/
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