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Trend 
 
Increasing Cyber Exposure: cyber security is a leading issue for every business due to the 
increased vulnerability of confidential data. 
 
Implications 
 

 Regulatory requirements for companies to have insurance for cyber risk and for insurance 
companies to provide it  

 The amount of risk is closely coupled with the rapid pace of technological changes. 

 Exposures are growing faster than solutions and products are being created.  

 Wholesalers that don’t have the expertise to support cyber products will have to rely on 
carriers for their underwriting expertise. How will this affect the Wholesale Distribution 
Value Proposition? 

 Business costs to protect networks and data will increase. 

 The insurance industry and insureds will need significant education about cyber risks. 

 Carriers and insurance wholesalers are vulnerable to cyber risks, as well. 
 
Opportunities 
 

 The development of predictive analytic tools will accelerate. 

 Carriers, wholesalers, and retailers will need to share information and capabilities. 

 Wholesalers that invest in understanding cyber issues and needs can differentiate 

themselves from their competitors. 

 Coverage will expand to fill in gaps for known and emerging perils. Wholesalers that are 

proactive can carve out niches for themselves. 

 New capital and disruptive digital markets can help fill gaps. 

 Wholesalers can educate customers about cyber security risks and the potential 

coverages. Many companies and insurance buyers don’t understand their full risk. 

 There are educational opportunities from carriers to wholesalers, wholesalers to retailers, 

and retailers to insureds. 

 Carriers and Program Managers can utilize TPA providers with cyber specific non-risk 

taking services. 

 Potential for better and more expansive underwriting data and predictive analytics. 

 New predictive analytic tools are needed to monitor exposures, opportunities, regulation, 
pricing, and loss control. 

 Early adaptors of predictive analytic tools can gain significant market share. 

 Smaller businesses need better security and loss mitigation tools. 

 Areas needing new or improved products need to be identified. First movers have the 
opportunity to gain significant market share, but at potentially greater risk. 

 Sustainable actuarial pricing tools need to be developed. 

 Stronger Enterprise Risk Management tools are needed. 
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 In a market that is constantly changing, nimble wholesalers can partner with carriers to 
find new opportunities and develop new products more quickly. 

 
Threats 
 

 Data theft and the cost to protect the information that wholesalers and carriers have from 
theft. 

 Regulatory pressure and oversight will continue to grow, especially around encryption 
requirements. 

 The changing regulatory environment causes uncertainty. 

 Finding the right talent and paying them to support the growth of cyber coverages will be 
challenging. 

 Ransomware attacks will continue to grow, especially against small companies. 

 Artificial intelligence technology will take hacking to a new level. 

 As carriers develop new products, carriers and wholesalers will need to have the right 
expertise to support them.  

 Existing coverages such as E&O, D&O, and Business Interruption may be affected. 

 Unsophisticated wholesalers, or wholesalers without cyber expertise, may have difficulty 

keeping up with regulations or offer cyber products that don’t provide sufficient coverage. 

 Contract wordings could be made ineffective by the constantly changing nature of cyber 
risk. 

 Privacy issues have major coverage implications – coverages need to be regularly tested. 

 Liabilities may lie in a poorly defined gray area. 

 Cyber attack is no longer one dimensional. 
o Cloud computing stresses known security tools. 
o Expanding use of hand-held devices in business creates broader security threats. 

 Rapid data growth stresses exposures of existing cyber products. 

 There are limited standards on how to best assess cyber risks of data. 

 The industry is lacking tools to properly estimate the costs associated with breaches of 
sensitive data, which limits carriers’ abilities to adequately price the exposures. 

 Ransomware increased 35% in 2015 – a trend that is expected to continue. 

 Could increase the difficulty for the insurance industry to retain IT talent 
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EXECUTIVE SUMMARY 

In the simplest terms, Cyber Risk can be defined as an “Exposure to economic loss associated with e-
business, the internet, networks and informational assets. “  While the definition is somewhat simple 
the market is anything but simple. 
The Cyber Market is one that is in a constant of flux.  There are many variables which have a direct impact 
on how carriers and insureds define cyber needs and exposures.  The key drivers are technology, collection 
of data, user demographics, and regulatory responses.  Compounding the issue is that all of these variables 
are evolving at a rapid pace, and are multifaceted: 
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o Technology 
 
 
o Data Collection 
 
 
 
 
o User Demographics 
 
 
o Regulatory 

Expansion of mobile devices & apps, cloud computing/storage, lower 
ITcosts increasing usage, Internet of Things (IoT),etc. 

 

Consumers continue to lose their privacy as companies seek to collect more 
data. Smartphones and wearables make consumers easily trackable, 
but more advanced technology is collecting digital breadcrumbs 
beyond what most would want or know. 

 

At both the individual and business level, younger users are more 
inclined to use mobile devises for all aspects of their lives. 
 
Cases are being heard at the local, state, and federal levels.  The 
findings are having a direct impact current and future exposures 

 
Outcomes in any one of these areas is not contain to its own attributes.  Technology, data collection, and 
user demographics all have direct ties to each other.  The regulatory responses often result from to a 
specific event from a specific point in time.  A change, or development in one area has the potential to 
directly impact all the others.  Because of these relationships Cyber is not a static market.  This is true for 
Cyber as an exposure, a product, and ultimately a market.  In fact, it is a market where exposures are 
growing faster than products and solutions can be created.  To compound the issue, all 4 areas are 
expanding at a rapid pace and we should expect this trend to continue, if not accelerate. 
It total, Cyber exposures offer the insurance industry unique risks and opportunities.  Success in navigating 
these new waters will require constant attention and commitment from markets to evolve on a consistent 
basis. 
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ENVIRONMENTAL SCAN 

An estimated $2.5 billion in cyber insurance premium was written in 2014.1  From this total, approximately 
90% of cyber insurance is purchased by US companies.2  While the US market is the current driver in this 
market, only around a third of US companies have some form of cyber coverage3, which underscores the 
potential growth in this space.  As recognition of cyber threats increases, experts all agree that the take-up 
of cyber insurance in under-penetrated industries and countries continues will to grow.  There is also 
increasing demands on companies from various regulatory bodies to disclose whether they have cyber 
coverage. 
The growth projections vary, but they all agree that for the near term premium will continue to grow 
anywhere between 25-50 percent CAGR each year.  Here are some projections: 

 PwC estimates that the cyber insurance market could grow to $5 billion in annual premiums by 

2018 and at least $7.5 billion by 2020.4 

 Allianz projects premium income to grow to $20 billion by 2025.5 

According to Partner Re/Adviser 2016 Survey of Insurance Market Trends, the sale of cyber insurance, 
especially in the U.S., is largely driven by those entities that hold valuable personal, health, or financial 
data. With the news headlines of some large cyber losses, it is no surprise that retail, financial, and 
healthcare entities continue to be the main buyers. Today, some cyber-risk experts note that personal 
health information is targeted by hackers and data thieves as much, if not more, than financial account 
information. Arguably, the frequency of healthcare breaches may be due to less emphasis or controls on 
cyber security in the sector. 
This report also shares some interesting demographic that give some insight on emerging trends. 

 

1 Speech by John Nelson, Lloyd’s Chairman, at the AAMGA, 28 May 2015 (https://www.lloyds.com/ 
lloyds/press-centre/speeches/2015/05/vision- 2025-and-aamga)’ 

2 Fortune, 23 January 2015 
3 Aon Benfield Insurance Risk Study 2014 
4 PwC: Insurance 2020 & beyond: Reaping the dividends of cyber resilience 
5 Allianz,“A Guide to Cyber Risk: Managing the Impact of Increasing Interconnectivity” , Sept. 2015 
 
 
 
 
 
 
The biggest jump here was Professional Services.  The retail sector continues to move down the scale.  
Retail was first in 2014 and second in 2015.  This can be interpreted that this sector has a higher penetration 
rate than others. 
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These results highlight that, as losses become more prevalent, the interest in the product goes up. 
Interestingly, in 2015 the requirement of cyber insurance coverage by a third party entity scored second 
highest as a buying factor, whereas last year it came fifth, marking a significant shift in entities not willing 
to take on any indirect exposure to cyber losses. 
The PxC report also gives some insight into what drives the buying decision. 

 
There are currently more than 60 carriers offering cyber coverages. The products that they offer have 
expanded and contracted base off results and market needs, and this trend should continue.  It should be 
recognized that there are many more unknowns than knows when it comes to cyber exposures. 
 

In the meantime, many insurers face considerable cyber exposures within their own technology, errors & 

omissions, general liability and other existing business lines. The immediate priority is to evaluate and 

manage these ‘buried’ exposures.1 

One of the great obstacles carriers face, is the limited publicly data that is available to give them certainty 

on the scale and potential financial exposure of the various types of cyber-attacks. The combination of lack 

of creditable data and the speed of evolving threats make product design and pricing difficult. 
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Carriers also have similar issues on estimating claims, which of course has a direct effect in developing 

rates.  Currently there are many exposures that are difficult to assess.  Carries can certainly estimate the 

cost of systems remediation, but when it comes to losses to brand, supplies, customers and other 

stakeholders there is little, or no historical data from which to make assumptions. 

A UK Government report estimates that the insurance industry’s global cyber risk exposure from risks 

insured is already in the region of £100 billion ($150 billion US) 2.  This is only about a third of what the 

Centre for Strategic and International Studies’ estimate of the annual losses from cyber-attacks ($400 

billion)3 . And while the scale of the potential losses is on a par with natural catastrophes, incidents are 

much more frequent.  As a result, there are growing concerns about both the concentrations of cyber risk 

and the ability of less experienced insurers to withstand what could become a fast sequence of high loss 

events.4 

TECHNOLOGY 

Today’s technology is evolving faster than ever.  This techno explosion is more than just new devices, 

providers, or applications.  Its expansion also needs to consider the byproducts of the technology itself.  For 

a carrier and/or broker this comes in the form of new/expanding exposures, data usage, loss control 

capabilities, and competition. 

We have all seen graphs and depictures of the exponential growth rates around technology.  Tech is 

everywhere.  It’s impact in our daily lives increases everyday – both directly & indirectly.  And the life span 

of any given technology get shorter everyday as well.  All of these things have an impact on cyber 

exposures.  Many would argue that most of exposures are unknown. 

There are too many areas of technology to include in this report, but let’s focus on two areas.  The first 

would be devices, which for this discussion would include computers and hand held devices.  The second 

would be its cousin, Internet of Things (IoT) – this would be embedded technology. 

 

1 PwC: Insurance 2020 & beyond: Reaping the dividends of cyber resilience  
2 ‘UK Cybersecurity: The role of insurance in managing and mitigating the risk’, UK Government, 

March 2015 
3 ‘Net Losses: Estimating the Global Cost of Cybercrime’, Centre for Strategic and International 

Studies, June 2014. 
4 PwC: Insurance 2020 & beyond: Reaping the dividends of cyber resilience 

 

 

 

In 2014 the number of hand-held devices came in at 7.2B.  This is a significant number, because this 

equaled (at the time) the population of the world1.  And there is no looking back as the numbers of hand-

help devices is growing 5 times faster than the human population.  It is expected that difference will only 

grow. 



 
 

Increasing Cyber Exposure 
 

8 | P a g e   5/5/2017 

 

The web-site www.gsmaintelligence.com tracks the number of hand-held devices globally.  Today (2-13-

17) at 4:08 PM EST the number stands at 8.08B.  And the numbers of users stand at 4.9B unique 

subscribers.  So quickly approaching a 2 to 1 margin between devices and users globally.  When you 

combined this with the fact more and more financial transactions and personal data being transmitted and 

shared over the internet via handheld devices you can easily conclude that cyber exposures are still 

growing.  Some would argue that the exposures are still in the early stages of development.  And this only 

represents the exposures of handhelds.  It doesn’t include laptops, PCs, cash registers, ATM machines, 

wearables, and dozens of other items that everyone interacts with every day.  And often it is one tech item 

connected to other.  It is a chain that carries an unimaginable amount of data.  The cell phone and tablets 

have become the norm in conducting business, transmitting personal data, and conducting personal data. 

Here are some stats2: 

 Since 2013, the number of Twitter posts increased 25% to more than 350,000 Tweets PER MINUTE! 

 Instagram users like 2.5 Million posts every minute! 

 Since 2013, the number of Facebook Posts shared each minute has increased 22%, from 2.5 Million 
to 3 Million posts per minute. This number has increased more than 300 percent, from around 650,000 
posts per minute in 2011! 

 Facebook: more than 4 Million posts every minute! That is nearly 6 BILLION Facebook posts liked each 
day! 

 Finally, 4 Million Text messages are sent each minute in the US alone! 

So here are some quick calculations, you can see the amount of data created on the internet each 
day. There are 1440 minutes per day, so that means there are approximately: 

 500 Million Tweets sent each day! 

 3.6 Billion Instagram Likes each day. 

 4.3 BILLION Facebook messages posted daily! 

 5.75 BILLION Facebook likes every day. 

 40 Million Tweets shared each day! 

 6 BILLION daily Google Searches! 
 

On top of all this social media, in 2015 205 Billion emails were sent each day in 2015.  By 2019 that 

number will increase to 20% to 246 Billion emails each day!3 

All of this data is a potential vehicle for firmware and viruses to be transmitted with the purpose of doing 

harm.  The target could be personal information, corporate data, or installing ransomware.  It is an ever 

growing cyber exposure that comes packaged many ways. 

__________________________________________________________________________ 

1 2014 Article on http://www.independent.co.uk, author: Zachary Davies Boren 
2 www.gwava.com/blog/internet-data-created-daily 
3 The Radicati Group 

The newest emerging exposure is The Internet of Things.  IoT can be defined as: The interconnection via 

the Internet of computing devices embedded in everyday objects, enabling them to send and receive data.1   

IoT is unique.  As devices, appliances, machinery become more and more connected the security around 

them becomes even more important.  At the same time this interconnection of devices also presents an 

http://www.gsmaintelligence.com/
http://www.internetlivestats.com/twitter-statistics/
https://www.gwava.com/blog/do-text-messages-really-need-to-be-archived
http://www.statisticbrain.com/google-searches/
http://www.independent.co.uk/
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opportunity for manufactures to collect more data around their products.  Things like performance levels 

and defects.  It also has the ability to act as a loss control and prevention tool for carriers. 

From an exposure perspective, IoT is evolving faster than security experts can keep up.  The enormity of 

the causal effects is really unknown.  It is estimated that 70% of our most commonly used devices contain 

serious vulnerabilities.2 These vulnerabilities are around personal privacy, potential for property damage, 

and even bodily injury.  Of course this was never the intent of the technology.  Their development was 

focused on being helpful: telematics to identify car issues; alert you when a home appliance is not working; 

or monitoring someone’s health. 

While this may have been the intent the exposures from hackers and malware is very real.  To compound 

the issue, the interconnectivity between devices grows as more and more devices are now connecting 

through cloud-based technology. 

At the most basic level, a lot of the vehicles, shop-floor equipment and other devices now being IoT enabled 

were not built with Internet connectivity or security in mind. This leaves a lot of weak spots through which 

hackers and other cybercriminals can enter corporate networks. Over the past two years, AT&T’s Security 

Operations Center has logged a 458% increase in vulnerability scans of IoT devices.3 

What happens to connected devices in the event of a power outage, or infected with a virus?  What is the 

exposure to the emergence of autonomous vehicles – which rely heavily on IotT and the wireless 

communication?  What is the extent of the exposure to our economy in the event of a cyber terrorist event?  

How will our current cyber coverages and exclusions hold up in any of these events?  These are just some 

of many questions that really cannot be fully answered. 

What we do know is IoT is here to stay and will continue to expand and evolve.  The speed of this evolution 

will probably be faster than anything previously experienced.  IoT is already a $700B market. It is predicted 

that by 2020 IoT will be a $1.4 trillion international market.4   

This explosion is across all lines – manufacturing, automotive, smart homes, wearables, and even some of 

the clothes we wear. 

___________________________________________________________________________ 

1 Oxford Dictionary 
2 Internet of Things Exposures & Enterprise Risk, Stephanie Synder Tomlinson, US Cyber Sales 

Leader & Kevin P. Kalinich, Cyber Global Practice Leader, Aon Risk Solutions 
3 Has IoT Increased Our Exposure to Cyber Threats, Sandy Verma, May 27, 2016 
4 Research Firm IDC 
 
 
The fact of the matter is, any business producing, selling, or servicing Internet-connected devices is taking 
on a cyber risk, whether they realize it or not. Exposure ranges from personal injury, bodily injury, property 
damage, business interruption, and loss of data.  It is safe to assume that this is creating gaps in coverage, 
and the inability for insureds and risk managers to even identify these new, inherent risks.  Lon Berk, 
attorney with Huntin and Williams, concentrates in cyber claims.  He said in an interview, “It requires a 
rethinking by risk managers about the coverage they’re getting.  Unfortunately, most of the time folks start 
thinking about it after the fact.”  He also stated, “Most businesses with this new exposure – as well as 
consumers – don’t seem to realize the extent of the risk. ”1 
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While the evolution of IoT has given our industry many questions and exposures to define, it also giving us 
a tremendous opportunity to develop tools to address the exposures.  The use of IoT technology and the 
information it can provide can be a cornerstone to better identify, manage, price, and even prevent loss.  
And not just the exposures IoT creates, but also exposures that we insure today.  Everything from car 
accidents, equipment breakdown, fires, crime, etc. 
At the very core of IoT’s value proposition is data creation.  Yes, IoTs can warn you before an accident; 
yes, it can alert you that an appliance is about to overheat.  But behind it all is an enormous amount of data 
being collected.  We are in the infancy of harnessing this data. 
McKinsey research says companies currently underutilize most of the IoT data they collect.2 And the 
amount of available data is growing every day.  It really comes down to some simple math.  Let’s say you 
have 5 IoT sensors that can interact.  The number of 1 to 1 interaction scenarios is 10.  If you double the 
number of variable you more than quadruple the relationship possibilities to 45.  That is just a 1 to 1 
scenario.  If it were a 1 to many it becomes even more drastic. Five sensors would have 120 possible 
outcomes/data points.  Ten sensors would have over 3.5M different permutations.  This is to illustrate the 
runaway data growth rate IoT presents.  The next question is; how will our industry can use this information. 
This is about harnessing big data & developing useful predictive analytic models.  The IoT has the power 
to transform many aspects of the insurance industry and deliver significant competitive advantages to early 
adopters.3 This new science is constantly evolving.  The value potential of IoT and its related data output 
is tremendous; including: 

 Ranking and weighing exposures 

Identifying new trends 

o Predicting equipment breakdown losses before they happen 

 Develop more accurate pricing models 

 Basis for developing new insurance products/coverages 

____________________________________________________________________________ 

1 Advisen, Potential Gaps in Coverage from Vast Internet of Things Exposure, Erin Ayer, June 27, 
2014 

2 McKinsey, Creating a Successful Internet of Things Data Marketplace, October 2016 
3 Property Casualty 360, How the Internet of Things is Changing Insurance, Stuart Rose, September 

14, 2015 
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DATA CAPTURE 

In discussing IoT, data capture was mentioned as a by-product of this emerging technology.  This section 

includes all data – whether created by IoT, found in someone’s laptop, or in a corporate data warehouse.  

The need for more and more data is driving every industry – there really are no exceptions.  Data hacking 

and manipulations is a major driver of cyber-crime. 

Individuals, crime organization, and even some countries see the capture, or disruption of data as their 

goal.  The goal is not really relevant.  What is relevant is that they are looking to use that data for reasons 

other than the purpose the data was created for in the first place. 

Breaches of this data occurs every day – both big and small.  Often these breaches of security (if security 

even exists) are not recognized until long after the event takes place.  Even with security efforts it is a 

constant game of cat and mouse.  The same people/organizations that are looking to take your data are 

also looking for way around the newest security walls. 

Completely eliminating the risk in your database is arguably impossible in today’s highly interconnected 

environment, but insuring yourself against such an assault IS possible.  Unfortunately, many owners are 

largely unclear on significant gaps in their existing General Liability, Directors and Officers, and Errors and 

Omissions policies, relating to breach of privacy, damage to intangible property of others, social media and 

computer viruses or intrusion.1 

While high-tech cyber thefts are of big concern, a lot of exposure comes from simpler exposures.  Things 

like stealing a laptop, or simple staff negligence.  Any strategy to protect data and lessen cyber-exposures 

has to be broad and constantly reviewed and kept current. 

____________________________________________________________________________ 

1 People 2.0, Cyber Liability – Coverage for your Database Exposures and More – Part 2, August 3, 
2016 

Technology Opportunities 

 Potential for better and more expansive 

underwriting data 

 New tools to monitor and price exposures 

 Monitoring of cyber exposures 

 Better security tools 

Technology Threats 

 Creates new exposures 

 Constantly changing/evolving which can 

make contract wording ineffective 

 Larger privacy issues 

 Create gray area of where liabilities lie 

 Create a larger cyber-attack surface – no 

longer one dimensional 

 Global exposures 

 Cloud computing stress know security tools 

 Expanding use of hand-helds in business 

creates broader security threats 
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As can be seen in the pie chart to the right, cyber theft can come 
from many different means.  You have to consider that any piece 
of information, regardless of its form is potentially at risk.  
Whether it’s a spreadsheet thrown out, business information 
stored on a cell phone, or your entire data warehouse stored in 
the cloud. 
 
And it doesn’t have to be specific data they are after.  Initial 
breaches, or thefts could be a first step to their real objective.  
They are looking for clues.  In the digital world that is often in the 
form of metadata. 
 
Metadata as define on Wikipedia is, data that supplies data about 
other data. 
 
It today’s digital world metadata is everywhere.  Even when you erase something electronically metadata 
leaves a trail.  Metadata can give someone clues around titles & key words (descriptive metadata); how 
things are put together – page order, how chapters are arranged (structural metadata); and when things 
were created & who has access (administrative metadata).  This information can lead cyber-criminals to 
personal information, social security numbers, bank accounts, and corporate secrets.  This is important as 
it is a good example of how detailed cyber-security needs to be to protect against and detect breaches. 
 

 
The cost of these breaches continues to rise as 
can be seen in the chart to the left.  The US by 
far has the highest in the world.  In 2015 hacking 
attacks cost the average American firm $15.4 
million per year, double the global average of 
$7.7 million.1 
 
From 2005 to 2015 the median cost of a cyber-
attack for U.S. businesses increased by 192%.2 
There are various reasons for these increases.  
Many have already been highlighted: exploding 
use of devices, and corresponding exponential 
growth rates in data creation.  There are also 
other drivers. 
 

In the early years of cyber-theft many losses were not reported.  There were little, or no affordable insurance 
products available.  When losses occurred (especially when it involved personal information or significant 
financial losses) companies did not want the reputational risk that came when declaring a loss. 
 
Not with regulations in place most losses have to be declared.  In recent years we have seen how truly 
impactful cyber-breaches can be – example Target stores in 2013 
 

____________________________________________________________________________ 

1. Hewlett Packard and Ponemon Institute of 2014 Report on Cyber Crime 
2. Hamilton Place Strategies, 2015 Report 

 

 

http://money.cnn.com/2015/10/08/technology/cybercrime-cost-business/
http://money.cnn.com/2015/10/08/technology/cybercrime-cost-business/
http://money.cnn.com/2015/10/08/technology/cybercrime-cost-business/
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From November 27, 2013 through December 13, 2013 Personal information, including names, mailing 
addresses and phone numbers.  Initial reports said that 40 million customers who used credit and debit 
cards at U.S. stores were exposed to fraud.1   Initial estimates of the loss was around $100M.  The actual 
loss topped $200M, of which only $45M was covered with insurance.  But there was also other economic 
backlash: 

 It was discovered that and additional 70M customers were affected 

 Christmas sales were down 4% from the prior year 

 In January of 2014 Target was forced to lay off 475 employees in its Headquarters & leaves another 

700 positions unfilled 

 Target invest over $100M to update their technology 

 CEO, Gregg Steinhafel resigns in May 2014 

 And their shareholders were also affected and share prices dropped 

Data breaches big and small will continue have an impact in the insurance market place – both in 
opportunity, and exposure.  Data management and cyber-risk management need to be an important piece 
of any large insured, or carriers Enterprise Risk Management Plan.  A looming fear of insurers and 
information-security officers is the danger of “aggregation,” or a perfect storm of cyber-attacks on many 
parties that cause incalculable financial losses. Tackling that monstrous issue may be the toughest task for 
insurers and security pros.2 

 

 

 

 

 

 

 

 

 

____________________________________________________________________________ 

1. International Business Times, Timeline of Target's Data Breach And Aftermath: How Cyber theft 
Snowballed For The Giant Retailer, Megan Clark, May 5, 2014 

2. Third Certainty, Challenges and opportunities ahead for cyber insurance industry, Edward Iwata 

 Data Capture Opportunities 

 Building Predictive Analytic (PA) capabilities 

 Early adaptors of PA towards cyber 

products have potential to gain significant 

market share 

 Identify areas needing new and/or 

improved products 

 Ability to develop better most sustainable 

actuarial pricing tools 

 Stronger Enterprise Risk Management tools 

Data Capture Threats 

 Rapid data growth stresses exposures of 

existing cyber products 

 Limited standards on how to best assess 

cyber risks of data  

 Industry is lacking tools to properly 

estimate the costs associated to breaches 

of sensitive data; which limits a carrier’s 

ability to adequately price the exposures 

 Ransomware increased 35% in 2015 – trend 

that is expected to continue 2 
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USER DEMOGRAPHICS 

This is straight forward; our demographics are changing.  And the changes have all the potential to add 

even more stress to the existing cyber exposures – both known and unknown. 

There are several drivers of these demographics.  The obvious one is that the newest generation has grown 

up with hand-held devices as being a part of their live – a trend that should continue. 

Another obvious 

demographic is that the 

highest penetration rates of 

usage are among the more 

developed countries.  The 

USA leads this with 89%; 

which can be seen in the 

chart on the left.1 As 

developing countries 

continue to grow a digital 

network is much more 

efficient and cost effected 

than wired network.   

Over the next 10 years, 

much of internet’s growth will 

come from emerging nations. In fact, there isn’t much potential for growth in North America, which is close 

to saturation point, with an internet penetration of over 80%. Africa has the lowest internet penetration of 

just under 10%, and is also likely to see the biggest growth. Asia has a penetration of around 25%, and will 

witness a strong growth as well, especially in countries like India, where the internet is all set to take off in 

a big way.2   

In the USA we are also have an aging population that is growing in size and living longer.  IoT will be a 

factor here as it becomes more embedded in medical monitoring and treatment. 

REGULATORY 

Cyber technology is a major issue that regulators are grappling with as they seek to adapt insurance 

regulation to the tools and innovations available both to the industry and regulators. 

This variable is evolving as much as the technology itself.  The complexity is also multifaceted.  There are 

industry rules, state oversight, and national legislation all reacting to cyber as it changes.  And then there 

are the 50 state insurance commissioners that act independently.  All of these regulatory bodies all 

____________________________________________________________________________ 

1 Internet World Stats, http://www.internetworldstats.com/stats.htm 

2 Dospeedtest,com, The Future of the Internet – 7 Big Predictions of 2020, November 26, 2015 

 

 

http://www.internetworldstats.com/stats.htm
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reacting.  Like many regulatory actions, cyber laws are enacted to something that has already happened.  

With technology moving so fast, by the time some requirements are implemented they can potentially be 

obsolete, or their effect minimized. 

The existence of multiple regulatory structures for cybersecurity could raise a number of issues; including 

potential duplication and added costs. However, in the event of cyber breaches, insurance companies might 

find it’s more challenging to defend themselves in court without the “safe harbor” provided by standards, 

leading practices, and a codified structure—all of which reduce the potential for variable and uncertain 

interpretations by different jurisdictions and juries.1 

After a steady series of hacking debacles, state and federal regulators are stepping in and ordering 

companies to tighten up. Soon companies in the financial sector — banks, brokerages, and insurance firms 

— will have to comply with cybersecurity rules that include encrypting sensitive information and appointing 

a security chief.2 

As an example, New York state has a regulation that is set to go into effect in 2018.  Under this new state 

law.  The rules around the law require companies to have quarterly vulnerability assessments, annual 

penetration testing, and audit trail systems.  It also has wording around requiring senior executives to sign 

off on cyber requirements. 

This is a big step in regulations.  Up to this point, most regulatory bodies have issued guidelines around 

cyber – often with little downside.  It is anticipated that this move by New York will start a “me too” reaction 

from other state and federal government agencies. 

And while this piece of legislation is primarily focused on the financial sector, you can expect it to spread to 

other industries and companies of all sizes as internet technology becomes more entrenched in everyday 

business. For banks, large retail, you name it – going forward there is a potential price to pay in how you 

treat your consumer.  This can contribute to the ever increasing cyber exposures. 

Experts also feel new laws will become more specific.  One example is around big data.  As discussed, 

data has inherent insurance exposures.  It also seen as a tool with untapped potential for carriers and 

brokers alike.  Regulators also see in as a trouble spot; especially around privacy issues.  Consumer groups 

with strong concerns about unrestricted use of big data by insurers are already using their lobbying power.  

As a result, regulators have responded by holding hearings and actively moving to regulate such use. 

Ironically, regulators themselves may end up harnessing the power of big data and predictive analytics to 

address a wide range of challenges, including the proactive and timely monitoring of market conduct.3   

 

 

____________________________________________________________________________ 

1 Deloitte, Navigating the year ahead – Insurance Regulatory Outlook 2017, December 2016 

2 Fortune Tech, Look Out Companies, Here Come the Cyber Regulations, Jeff John Roberts, September 

25, 2016 

3 Deloitte, Navigating the year ahead – Insurance Regulatory Outlook 2017, December 2016 

http://fortune.com/2016/09/22/yahoo-hack-qa/
http://www.sutherland.com/portalresource/rp500t.pdf
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Over time, regulations like these will often equal additional costs.  For carriers building out data capabilities 

these regulatory costs could find their way into pricing. 

Similar concerns surround the sale of cyber insurance exist. Although the market need is clearly recognized 

as an opportunity, defining and measuring the risk is a major concern. For example, cyber insurance could 

expose an insurer to catastrophic losses in the event of a cascade failure.  Many carriers are already 

managing cyber much like they do for natural catastrophes.  We can expect that state and federal 

regulations will play a role in this as well. 

Carriers and brokers must attempt to keep up with these developments.  The web-site National Conference 

of State Legislatures (http://www.ncsl.org/) is a great resource for following emerging law and trends 

CONCLUSIONS & TRENDS 

Cyber insurance is an industry trend that is ripe with huge opportunities and significant perils.  Both of these 

areas have to be managed and companies need to be committed to closely follow both as it evolves.  If 

there is one main theme in this paper is complexity needs to be embraced to be successful.  Everything is 

interconnected and everything is very much in the early stages. 

For carriers and brokers that commit to embrace this complexity the rewards can be significant.  If 

companies elect to pick and choose only some of the variables/drivers around this exposure they may be 

positioning themselves for failure. 

Even as regulators react, cyber criminals will continue to exploit their successes and venture into larger 

money making schemes such as market manipulation. 

So what can companies do to protect themselves? Organizations of all sizes should implement stronger 

controls such as employee training, intrusion testing, formal reporting procedures and vendor cyber 

security-requirements. These controls should be coupled with well-tailored cyber insurance policies.  

Insurance companies and the broker community can play a significant role in this educational process.  This 

needs to be a collective, on-going effort. 

It has been voiced before, but not all cyber policies are created equal. Generally speaking, organizations 

and their brokers should perform careful reviews focusing on (among other items):1 

 True first party coverage with loss of income 

 Robust regulatory defense and penalty coverage (with policy wording that would include coverage for 

regulatory actions related to ransomware attacks, if possible) 

 Coverage for ransomware attacks/cyber extortion 

 Coverage for “transmission of viruses to others 

 Coverage for “failure to disclose a privacy incident 

 Avoidance of any self-propagating code exclusion 

 Avoidance of any requirements to maintain minimum security standards 

 

http://www.ncsl.org/
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General Trends 

 Carriers will continue to invest in and look to 

expand product offering 

 Carrier will continue to develop new tools 

 Insurance products and risk management tool 

have a shelve life – they need to be constantly 

updated to be relevant 

 Ransomware attacks will continue to grow; 

especially among small companies 

 Technology advancements continue to drive 

need for insurance 

 Cyber exposures continue to expand in every 

sector 

 Regulatory pressures and oversight will 

continue to grow for the foreseeable future 

o Especially around encryption 

requirements 

 Data theft is expanding into data manipulation 

 Artificial intelligence technology will take 

hacking to a new level 

 Breaches will continue to become more 

complicated and harder to trace 

 Cyber-attacks of medium and small businesses 

will rise significantly 

 Handheld devices will be increasing used to 

transmit viruses and malware 

 Companies electing to buy cyber insurance will 

continue to realize significant growth 

 Increase in new senior management roles 

around cyber security 

 Data will continue to drive technology 

advancements 

 Needs for insurance specific data will continue 

to grow 

 Disruptive insurance models and technology 

will continue to enter this space 

General Opportunities 

 Acceleration in the development of 

predictive analytic tool 

 Carriers to provide knowledge and 

capabilities to brokers 

 Carriers and brokers that invest in 

understanding cyber issues & needs can 

differentiate themselves from their 

competitors 

 Coverage expansion as there are many gaps 

in coverage – both known & unknown 

 New capital and disruptive (digital) markets 

can fill gaps 

 TPA providers with cyber specific non-risk 

taking services 

 Product creation for global exposures 

 


